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Abstract

Effective bioterrorism planning, prevention, and response require information sharing between various entities, ranging from public health authorities and healthcare workers to national security and law enforcement officials.  While much information exchanged may be non-identifiable, many entities legitimately need access to personally-identifiable health information (or “protected health information,” (PHI)) in planning for and responding to a bioterrorism event. The HIPAA Privacy Rule allows for essential exchanges of health data during a public health emergency while protecting against unnecessary disclosures of PHI.  Relevant to bioterrorism events, the Privacy Rule allows covered entities to disclose PHI without individual authorization in the following instances: (1) for treatment by healthcare providers; (2) to avert a serious threat to health or safety; (3) to public health authorities for public health purposes; (4) to protect national security;  (5) to law enforcement in certain conditions; and (6) for judicial or administrative proceedings. 

Despite these favorable disclosure provisions, some privacy challenges remain.  The flow of PHI may be slowed by misunderstandings of the Privacy Rule’s accounting requirement.  In addition, in a bioterrorism scenario, non-traditional entities may find themselves acting as healthcare providers, triggering Privacy Rule provisions.  Finally, the potential for de facto disclosures of individuals’ disease or exposure status increases where conspicuous treatment methods, isolation, or quarantine are implemented without additional measures to protect privacy.  Understanding the Privacy Rule’s impact on bioterrorism planning and response ensures that various entities can conduct their activities with needed information while still protecting individual privacy. 

Introduction
Planning, preventing, and responding to a potential or actual bioterrorism event requires coordination and information sharing among multiple persons and entities. These include public health and environmental authorities, law enforcement and national security officials, private sector health care workers and hospitals, medical suppliers, pharmacists, politicians, and media.  They and others must be able to effectively communicate and exchange an array of vital information about potential or existing threats or agents of bioterrorism, the manifestation of a bioagent among human populations, and the likely spread of a bioagent through communicable or other means.  A large subset of this information is health data, including data about the specific health status of identifiable individuals or known groups (e.g., families, assemblies, employees, or persons within defined geographic boundaries). 

In many cases, this information may be shared in generalized, aggregate ways without disclosing the identities of individuals.  Public health authorities may share health-oriented data, for example, that merely state the number of persons exposed to an infectious condition within a population.  Law enforcement may need to know that these persons are all related, centrally-located, or visited a specific location where their exposure to a bioagent may have occurred.  Media may report that dozens of people in a county in Mississippi have shown symptoms of a condition that is a known bioterrorism agent without identifying any of these persons individually.  In these and many other examples, there is little justification to disclose the identities of affected persons, their families, or their contacts, especially considering the significant interests of these persons in protecting the privacy of their health data. 

Detection of a bioterrorism attack, however, may predictably begin with the diagnosis of patient medical symptoms through health care or public health authorities.  It is inevitable that individually-identifiable health information will be shared with many persons.  Health care workers (e.g., physicians, nurses, lab technicians, pharmacists) need identifiable data to provide therapeutic or pharmaceutical care, as well as to avoid potential bioagent exposures when universal protections may be inadequate. Persons who may have been exposed to a communicable condition have a legitimate right to know their source of exposure, which may directly or indirectly include a person’s identity through contact tracing efforts. Health authorities need identifiable data to protect the public’s health through epidemiologic or environmental investigations, surveillance, laboratory testing, and other tools.  Law enforcement or national security authorities may need identifiable health data to effectively investigate criminal elements of a bioterrorism event.  

In public health emergencies, including bioterrorism events, access to personal health data is justifiably compelling. Options for exchanging non-identifiable data may be limited, or there may be little time to deidentify data.  The use of non-identifiable health data may also lead to information inaccuracy or duplication that may thwart prevention or response efforts. Amidst strong justifications and practical realities favoring the exchange of identifiable health data, the question is whether acquisitions, uses, or disclosures of such data are limited by individual health information privacy protections. 

Individual exposure to or infection with a bioterrorism agent is highly sensitive and personal information.  Relevant health data, like all health information, are entitled to significant health information privacy protections under national and state privacy laws.  Pursuant to the Health Insurance Portability and Accountability Act (HIPAA) of 1996,(1) the Department of Health and Human Services (DHHS) developed the first national standard for health information privacy protections.(2)  Known as the Privacy Rule, these regulations provide comprehensive privacy protections of identifiable health data for most individuals seeking health care or health insurance in the United States.  DHHS’ intent in drafting the Privacy Rule was to balance communal and individual interests in the sharing of identifiable health data.  Thus, as explained in sections below, though the Rule limits access and disclosures of health data, it also allows disclosures without individual authorization for limited purposes like public health, law enforcement, and national security.  Collectively, these provisions of the Rule allow for many exchanges of identifiable health data to prevent or respond to a bioterrorism event without infringing individual privacy.  

While individual privacy interests should not trump societal needs for health data sharing during a bioterrorism event, they cannot simply be dismissed.  Protecting individual privacy and communal health and safety are synergistic.  Maintaining some standard of privacy of identifiable health data even during a bioterrorism event may be essential to accomplishing public health and law enforcement objectives.  People will not tolerate objectionable privacy abuses by government or the private sector.  Failing to respect the confidentiality of a person’s health information leads individuals to avoid, or limit their participation in, public health programs, criminal investigations, research, and even clinical care.(3)  Large-scale avoidance of these services or activities during a bioterrorism event would be disastrous.  Conversely, everyone benefits from governmental and societal efforts to control the spread of disease or other conditions resulting from a bioterrorism event.  Individuals alone cannot ensure their safety.  They need to cooperate with public health and other authorities to protect their own and others’ health and welfare. People must be willing to confidentially share their health data for public health or law enforcement purposes during a bioterrorism event. 

The Privacy Rule allows needed exchanges of health data during public health emergencies, but some privacy challenges remain.  Misinterpretations, misunderstandings, and misstatements concerning the Rule contribute to concerns among health care, public health, and law enforcement communities about how the Rule’s provisions may slow or interfere with bioterrorism prevention and response efforts.  In the following sections, we seek to resolve some of the existing confusion.  We begin with a brief legal overview of the Privacy Rule. Our analysis continues with a discussion of the sorts of anticipated acquisitions, uses, and disclosures of identifiable health data needed to prevent or respond to a bioterrorism event.  We review relevant privacy interests concerning these data exchanges, offering an assessment of how these interests are addressed in the Privacy Rule. Of principal concern are the limits of health data disclosures without individual authorization during a bioterrorism event.  Accordingly, we thoroughly explain how the Privacy Rule permits a range of disclosures without individual authorization for public health, law enforcement, and national security purposes. 

A Brief Legal Overview of the HIPAA Privacy Rule

Prior to the implementation of the Privacy Rule, there existed fragmented and varied laws and policies concerning health information privacy.(4) The U.S. Constitution does not explicitly grant individuals a right to health information privacy.  Judicial decisions (or case law) have not generally supported an individual’s broad expectation of health information privacy. An array of federal and state laws, including the federal Privacy Act of 1974,(5) Freedom of Information Act of 1966 (FOIA),(6) and E-Government Act of 2002(7) (and their state, tribal, or local equivalents), address health information privacy.(8) These privacy laws apply to certain types of health information collected or maintained in specific settings or for particular purposes.(9) Though full discussion of these privacy laws exceeds the scope of this article, it is important to note that the Privacy Rule exists within this larger universe of federal and state health information privacy laws that may also impact the sharing of health data.  Furthermore, as discussed below, the Privacy Rule does not apply to all potential exchanges of health data that may occur in response to a bioterrorism event.

Congress passed the Health Insurance Portability and Accountability Act (HIPAA) in 1996 in part to improve the efficiency of the delivery of health care by encouraging the development of standardized communication systems between various health care entities. Failing to pass a comprehensive health information privacy law within three years of HIPAA’s passage, Congress directed DHHS to develop and implement privacy protections through administrative regulations.  After months of drafting and public comments, DHHS promulgated the first systematic national privacy protections through the HIPAA Privacy Rule in December, 2000.  DHHS’ Office for Civil Rights (OCR) now administers the Privacy Rule, which took effect for most covered entities on April 14, 2003. The scope of the Rule is briefly discussed below.

Who is Covered? Congress expressly limited the application of the Privacy Rule to “covered entities.”(10) Covered entities include health plans (e.g., health insurance companies, managed care entities, and specifically-named government health programs), health-care clearinghouses (e.g., billing services, repricing companies, or community health information systems that process health data), and health-care providers (e.g., doctors, hospitals, clinics) that conduct transactions electronically.(11) DHHS carried forward the application of the Rule to their business associates (e.g., claims processors, billing managers, data analyzers, and others).(12) Others who acquire, use, disclose, or store protected health information (PHI) like employers;  auto, life, and worker compensation insurers;  and social welfare agencies are not directly covered.(13)  Though the Privacy Rule is expressly directed to the identified covered entities and their business associates, its coverage does not stop there.  The Rule also applies to anyone who conducts “covered functions” (functions that assimilate the provision of health care or insurance services), and also conducts electronic transactions of PHI as part of the provision or payment for these services.(14) Thus, outside of a bioterrorism event, if a local public health authority provides vaccinations to low-income children as a service to the community (and also bills its minimal costs through electronic means), the local public health authority is treated under the Privacy Rule like a medical practitioner who performs similar services.(15) At least in its capacity as the provider of covered functions, the local public health authority must adhere to the Privacy Rule requirements. 

In response to a bioterrorist event, many persons and organizations other than typical health care providers, such as the National Guard, firefighters, or volunteer organizations, may be required to provide health care services to individuals. When coupled with electronic transmissions of PHI, these acts may trigger coverage under the Privacy Rule even during an emergency.  Application of the Privacy Rule to nontraditional health care providers could interfere with the free exchange of identifiable health information in response to a bioterrorism scenario.

What Information is Covered? The Rule protects most individually-identifiable health information created or received in any form (e.g., electronic, paper-based) by covered entities. “Protected health information" (PHI) includes individually-identifiable data that relate to the past, present, or future physical or mental health or condition of a person, the provision of health care to a person, or the payment for health care services.(16) PHI does not include non-identifiable health information or “de-identified data.” Non-identifiable health information is any collection of health information that does not (or cannot when coupled with other accessible information) identify individuals for which it pertains.  De-identified data include aggregate health statistics,  data stripped of unique identifiers (which are specifically listed in the Rule) or data certified by a qualified statistician as incapable of identifying an individual.(17) 

What Does the Rule Require? Covered entities are responsible for establishing and adhering to various privacy protections related to PHI.  These include:

· Notification to individuals regarding their privacy rights and how their PHI is used or disclosed;(18)

· Adopting and implementing internal privacy policies and procedures;(19)

· Training employees to understand privacy policies and procedures;(20)

· Designating persons who are internally responsible for implementing privacy policies and procedures;(21)

· Establishing appropriate administrative, technical, and physical safeguards to protect the privacy of PHI;(22) and

· Assisting health consumers in exercising their rights to inspect and request corrections or amendments to their PHI.(23)

The Rule also requires covered entities to account for many disclosures.(24) Through this requirement, individuals can request and review a listing of disclosures of their PHI over a certain period of time (usually six years). Generally, a covered entity must document the date, recipient and address, and purpose or use for most disclosures, excluding those made: for treatment, payment, and health care operations; in limited data sets via data use agreements; pursuant to individual written authorization; to the individual; for national security or intelligence purposes; or to correctional and custodial institutions.  Accounting requirements may be temporarily suspended for disclosures to health oversight agencies or law enforcement officials if accounting would unduly impede the agencies’ or officials’ activities..  Less extensive accounting requirements are allowed for multiple disclosures of PHI to the same person for the same purpose (e.g., regular, routine disclosures for public health surveillance activities), or research involving 50 or more individuals.(25) As OCR clarifies concerning disclosures of large sets of health data to public health authorities: “The Privacy Rule does not require a notation in each medical record that has been accessed by public health authorities, as long as the information required under the Privacy Rule is included in the accounting for disclosures. Where, as with many public health disclosures, access to an entire universe of records is involved, tracking disclosures can be accomplished without the need for documentation in each record.”(26) 
Covered entities must also limit the amount of data disclosed to the minimum necessary to achieve the specified goal.  The Rule suggests that a covered entity establish a minimum necessary policy that governs how PHI will be released by the covered entity.(27) Presumably, strict adherence to a minimum necessary standard could impede some disclosures.  Covered entities may seek to restrict the amount of PHI they disclose to public health authorities.  However, the Rule clarifies that covered entities may permissibly defer to public health or law enforcement authorities for clarification of how much health data are minimally necessary to meet the stated purposes for the disclosure.(28) Thus, these authorities (and not covered entities) should largely determine the extent of health data needed from covered entities under the Rule. 

Does the Privacy Rule Preempt State or Local Health Information Privacy Laws? As a federal regulatory standard, the Rule serves as a federal floor of protections for PHI.  It thus preempts contrary state or local laws (e.g., state laws that provide less privacy protections or interfere with Privacy Rule requirements).(29) However, the Rule does not preempt state or local health information privacy laws that offer more stringent protections.  State or local laws that are more protective of health information privacy rights than the Rule remain in effect.(30) In addition, state public health laws that require or authorize the disclosure of PHI for public health or other purposes or govern the privacy and confidentiality of public health information are not affected by the Rule.  Specifically, the Rule leaves intact public health laws that provide for “the reporting of disease or injury, child abuse, birth, or death, or for the conduct of public health surveillance, investigation, or intervention.”(31)

Under What Circumstances May a Covered Entity Disclose PHI? The Privacy Rule specifically addresses how and under what circumstances covered entities may disclose PHI outside their organizations. In general, a covered entity may not disclose PHI without individual written authorization,(32) subject to a series of exceptions. A covered entity must disclose PHI without patient authorization when (1) an individual requests a copy or accounting of their PHI, or (2) when DHHS needs access to PHI to facilitate an ongoing compliance investigation under the Rule.(33) Covered entities may disclose PHI without individual authorization to other entities for treatment, payment, and health care operations purposes (a standard part of most health care transactions).(34)  Several additional exceptions allowing covered entities to disclose PHI without individual authorization are discussed in the next section.

The Privacy Rule and Bioterrorism

The Privacy Rule contains several provisions to allow for disclosures of PHI that are relevant to a bioterrorism scenario.  Specifically, covered entities may disclose PHI without written individual authorization to law enforcement, for judicial and administrative proceedings, to public health authorities for public health purposes, to avert a serious threat to health or safety, and to protect national security.(35)  Governmental authorities conducting public health functions, law enforcement, and national security or intelligence functions are not considered covered entities.  While other state and federal privacy laws may apply to these various actors, the Privacy Rule does not largely interfere with the exchange of information between them.  Rather, the Rule affects the flow of PHI from covered entities (or those performing covered functions) to these authorities.  
Anticipated Actors and Uses of PHI in Bioterrorism Prevention.  In preparing for a possible bioterrorist event and public health emergencies more generally, state and local public health authorities routinely collect PHI from health care providers through surveillance and reporting practices.   Syndromic surveillance, for example, uses pre-diagnostic health data to identify potential disease outbreaks that would require public health responses.(36) Through this type of surveillance, authorities can use acquired data to help detect a potential or actual bioterrorist attack and natural disease epidemics by monitoring symptoms that suggest exposure of community members to dangerous biological or chemical agents. Multiple actors are involved in conducting syndromic surveillance, including health care providers, pharmacies, clinics/hospitals, labs, and others who engage in “front line” encounters with patients and acquire their health data for treatment purposes.(37)  These persons transmit health information to local and state public health authorities for analysis and tracking of sentinel occurrences.  The data are examined for signals or clusters of symptoms or health complaints, such as a spike in respiratory illness in a particular geographic location.  Syndromic surveillance may require disclosure of identifiable health data even if the initial transfers that make up the majority of data exchanged involve only non-identifiable data.(38)  State or local public health authorities need to be able to follow-up with specific individuals who may be affected by an unusual cluster of symptoms.  

Although the Privacy Rule permits the disclosure of identifiable health information to public health authorities for public health purposes, like syndromic surveillance, other provisions of the Privacy Rule can limit the free flow of health data for bioterrorism prevention.  Covered entities are allowed, but not required by the Privacy Rule, to make PHI available to public health authorities. This aspect of the Rule has led to misinterpretations in the guise of protecting privacy that ultimately hinder public health activities.  For example, some health care providers have been very protective of releasing any personal information associated with victims of the recent flu outbreak to public health authorities, fearing potential violations under the Privacy Rule.(39) In addition, health care providers and other covered entities cite the accounting requirement under the Privacy Rule as a reason for delays or unwillingness to provide PHI for public health purposes.(40) They resist providing PHI for public health reporting requirements due to the increased administrative burdens incurred by the record-keeping of frequent and numerous data disclosures requested by public health authorities.(41) Although OCR (as discussed above) has clarified that routine, repeated disclosures of PHI to public health authorities only need to be accounted for generally,(42) some covered entities have delayed or denied data to public health authorities in fear of failing to meet accounting requirements.  As well, covered entities may provide incomplete data or request public health authorities to assist them with their accounting responsibilities.  These barriers can thwart public health authorities in their efforts to timely and efficiently identify potential bioterrorist activity.(43)

Anticipated Actors and Uses of PHI in Bioterrorism Event.  Once a bioterrorist event has occurred, the focus shifts from prevention to response.  So shifts the anticipated actors, health data uses, and health information privacy concerns.  As before, a likely source of detection of a bioterrorist attack are health care providers and public health authorities.  Unlike other disease outbreaks or epidemics, a bioterrorist attack is uniquely defined to involve some criminal act or act of war.(44) Law enforcement and national security officials will necessarily become involved to investigate the event.  Information will likely need to flow between covered entities, public health authorities, law enforcement, and national security officials as epidemiologic and criminal investigations proceed simultaneously.  

Criminal and public health authorities will require identifiable health data to reach people who are at risk of becoming ill, identify the sources of pathogens and the mechanisms of exposure, and estimate the magnitude of the event.  These data may be essential to making decisions whether to (1) implement quarantine or isolation measures, (2) require mass vaccination, testing, or screening of the population, (3) impose travel restrictions, or (4) seek criminal sanctions against aggressors.  In addition to these public actors, private sector employers, employees, health care workers, insurers, and others may seek identifiable health data to assist in the control and investigation of an attack.  For example, in 2001 following the anthrax exposures, the United States Postal Service needed to know which of its employees became ill to help identify the timing and location of the exposures, notify additional employees or customers who may have been exposed, clean facilities and equipment, and provide workers compensation benefits to affected employees.(45)  Other private sector actors may not have as compelling a need for identifiable health information in response to a bioterrorist event.  These include medical suppliers, affected industries, and the media.  The roles of these and other actors to supply needed medicines or remedies, control vectors of disease, or keep the public informed may be fulfilled without access to identifiable health data.  

Finally, traditional mechanisms to safeguard sensitive health data and maintain patient confidentiality may be inadequate in a bioterrorism event or similarly acute disease outbreak.  As Janlori Goldman of Georgetown University’s Health Privacy Project notes, the conspicuous nature of the treatment and response to a bioterrorism event, such as quarantine or isolation, may result in a de facto disclosure of a person’s health status even if the health record itself is held confidential.  While this information may not be electronically transmitted under the Privacy Rule, additional safeguards may be needed to avoid inadvertent, damaging disclosures.(46) 


Permitted Disclosures via the Privacy Rule During a Bioterrorism Event.  As we have stated, the Privacy Rule prohibits the use or disclosure of PHI without individual written authorization, subject to a series of exceptions. These exceptions, found in the Rule’s disclosure provisions, are critical to assessing the effect of privacy protections in a bioterrorism scenario.  These provisions govern how and under what circumstances covered entities can divulge PHI, to public authorities or others, without written authorization.  Requiring public health or law enforcement authorities to secure individual authorization for releases of PHI during a bioterrorism event would be catastrophic to prevention and response efforts.  As examined below, many disclosures of PHI in response to a potential or actual bioterrorism event are permitted without individual authorization by the Rule.  

Treatment by a Health Care Provider.  Individual medical care during a large-scale public health emergency, such as a bioterrorist attack, will predictably be scattered, fragmented, and chaotic.  In some cases, the provision of health care may resemble triage settings.  Health care workers have prepared for this potential scenario through technical, administrative, and medical training.  Must they also be wary of health information privacy concerns related to their internal exchange of PHI about their patients?  In most cases, no. The Rule permits the flow of this information among health care providers when necessary for appropriate treatment. Covered entities may thus exchange PHI without individual authorization for treatment or payment activities in preparation for and during public health emergencies.(47)

Averting a Serious Threat to Health and Safety.  The Privacy Rule allows covered entities to use or disclose PHI without individual authorization to avert a serious threat to the health or safety of a person or the public.(48) In such a situation, PHI may be disclosed to a person who is reasonably able to abate the threat. The Rule imparts a good faith requirement upon covered entities acting under this exception, presuming a belief that the disclosure of PHI would be necessary to avert an imminent threat.(49) This exception could apply when a health care provider or other covered entity identifies an unexplained disease outbreak suspected to be the result of a bioterrorist attack. By providing public officials with information about infected individuals, health care providers could assist in controlling an outbreak and preventing further infection.  Public health authorities or law enforcement officials may use this information to locate and quarantine or isolate infected individuals, in addition to tracking the infection and locating its source.

Public Health.  Once a potential bioterrorist attack has been identified, public health authorities are responsible for containing threats and minimizing exposures. The Privacy Rule allows covered entities to disclose PHI in multiple ways in the interests of protecting the public’s health.  This includes: (1) disclosures to public health or other authorities when required by law (e.g., statutory reporting requirements);(50) (2) permissive disclosures to public health authorities when requested;(51) and (3) disclosures to notify individuals who may have been exposed to a communicable disease or who might be at risk to contract or spread a disease (e.g., partner notification provision) when authorized by law for public health purposes.(52) Through these disclosures, covered entities play an important role in identifying and notifying individuals at risk of infection, thus allowing public health authorities to provide treatment and implement interventions expeditiously.  

National Security.  An additional exception allowed by the Privacy Rule involves uses and disclosures for specialized government functions.  Specifically, a covered entity is allowed to disclose PHI to federal officials to assist with intelligence and other national security activities authorized by the National Security Act.(53) In most cases, bioterrorism poses a substantial threat to the nation’s security.   Federal national security agencies routinely investigate the possibility of such an attack.  The Rule allows covered entities to provide these authorities with information necessary to their investigation.  Additionally, the Rule permits the transfer of PHI to federal officials to assist in protecting the President or foreign heads of state.(54)


Law Enforcement.  Law enforcement officials responding to bioterrorist event may need to investigate and prosecute those responsible for the attack and warn the public of the potential for infection. The Privacy Rule allows a covered entity to disclose PHI to law enforcement officials under certain conditions. A covered health care provider responding to a medical emergency may provide a law enforcement official with PHI to report the commission of a crime and its characteristics.(55) Such disclosures may alert officials of a suspected bioterrorist attack evidenced by a suspicious medical emergency. During a bioterrorism investigation, a court order, subpoena or other administrative request could also be used by law enforcement officials to obtain PHI from a covered entity, provided that the information requested is relevant to the investigation.(56) Furthermore, covered entities may provide limited health information to law enforcement officials to aid in identifying or locating a suspect, fugitive, or witness involved in a bioterrorist event. Under the Rule, this information is limited to individual characteristics such as name, blood type, injury type and distinguishing physical features,(57) all of which could be helpful in locating criminal suspects.  Additional disclosures allowed by the Privacy Rule for law enforcement purposes include for PHI of suspected crime victims or decedents whose death may have resulted from criminal conduct, or PHI that could be evidence of criminal conduct on the covered entity’s premises.


Judicial or Administrative Proceeding.  Covered entities are also permitted to disclose PHI without individual authorization in response to a court or administrative order, or to a subpoena or discovery request. If PHI is provided without a court order, the covered entity must obtain assurance of reasonable efforts to notify those individuals whose information was released.(58) This exception would be helpful in providing information regarding a bioterrorism event’s impact on the public’s health and safety to officials responsible for its investigation and any criminal prosecution.
  

Conclusion
Ensuring effective bioterrorism prevention, planning, and response is a national priority that requires the timely exchange of identifiable health information and adequate protections of individual privacy.  In a bioterrorism event, government and health authorities will need to access and exchange PHI to coordinate patient treatment, conduct investigations, and make key decisions to protect the public’s health and safety.  With inadequate privacy protections, members of the public may avoid participation in public health investigation or programs, cooperation with law enforcement and national security officials, and possibly even medical treatment if they fear the consequences of improper disclosures of highly personal health information.  The HIPAA Privacy Rule reflects these interests by allowing many disclosures of identifiable health information without individual authorization to public health and other authorities during a bioterrorism scenario, while protecting the privacy interests of patients through requirements for covered entities and others performing covered functions.

Still, the flow of PHI to appropriate authorities may be hindered by misunderstandings of the Privacy Rule.  Covered entities may question the disclosure of PHI to public health authorities for syndromic surveillance purposes or withhold information due to misinterpretation of the Rule’s accounting requirement.  In addition, the possible inclusion of non-traditional healthcare providers as covered entities (by providing emergency health care services during an attack) could stymie the delivery of health care and public health services.  Finally, additional privacy safeguards may be needed to avoid de facto disclosures of individuals’ disease or exposure status due to the conspicuous nature of isolation or quarantine in response to bioterrorism. The impact of the Privacy Rule on potential uses and disclosures of PHI in a bioterrorism scenario needs to be understood and agreed upon by health care providers, first responders, public health authorities, law enforcement, and national security officials.  Advance understanding and planning will faciliate bioterrorism response efforts and deter information delays resulting from confusion and rigid interpretations of the HIPAA Privacy Rule.  
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